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Ethics and governance

n

Jim Macnamara PhD, FPRIA, FAMI, CPM, FAMEC

There are two broad narratives
about social media in terms of
ethics, risks and management. One
sees social media as in need of greater
regulation and control because of the
risks involved, such as dissemination
of misinformation, reputation damage,
cyberbullying and even cybercrime.
Another sees social media as spaces
where there are no rules and anything
goes. This article argues against
both of these views and presents a
third middle-ground position in which
behaviour can be ethical and legal,
while also allowing the openness
and freedom for which Web 2.0 is
much-cherished by two billion people
worldwide.

Research by Australian PR academic,
Kate Fitch, in 2006 and 2009 in
Singapore and Malaysia revealed
alarming evidence of the first narrative
mentioned above. Based on interviews
with PR practitioners, she reported
comments such as: “The internet is the
Wild West, right, anything goes. There
are no rules”. Another interviewee
said: “We're really writing the rule book
as it is. There are no rule books, no
textbooks to learn from.” Of concern is
that one interviewee claimed that “the
usual public relations rules and ethical
codes of behaviour lack relevance
or do not apply to public relations
practice in social media”.

A number of marketers and some
corporate communicators stuff online
channels and spaces with blatant
hype and promotional messages.
Some even go as far as using ‘bots’
(Web robots) to emulate humans and
write fake positive comments about

their products and services. A 2012
research study by US PR measurement
guru, Katie Paine, and Heather Fysh
found that many online commentators
were “not authentic commenters at all,
but rather robots, pay-per-click sites,
content farms, or faux followers and
friends”. A number of companies have
been ‘outed’ for social media fakery,
but many continue to treat social
media as a new frontier for ‘snake oil’
merchants and PT Barnum circus acts.

At the other end of the spectrum,
a number of government officials,
politicians and corporate executives
would like to clamp down on the
internet. While countering crime and
abusive behaviour online is necessary,
some would like to block negative
comments or stop some people
commenting at all. Such restrictive
practices also pose ethical problems.

Despite the relative newness of
social media, there are some key
facts and well-established rules
concerning online  communication
that all practitioners need to note and
communicate to their management
and clients.

The laws of the land aj

The first key point to note is that all
laws in a country apply online as
much as offline. Comments online
are no different to comments made
offine and can be equally the basis
for claims of defamation or damages.
Posting comments, videos or sound
files online is publishing because
the information is made public. The
internet is far from private. While there
are jurisdictional issues that make laws
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difficult to enforce in relation to internet
content — for instance, the server
holding the content may be in another
country — the starting point of all online
activity is compliance with all laws and
regulations.

But, as most know, ethics goes beyond
compliance with the law. Some things
can be legal, but not ethical. For
instance, a toy for children with a fault
that could cause injury can be legally
sold until such time as a regulatory
body bans the product. But is it ethical
to sell it? Surely not! It is not illegal to
post unflattering photos of someone
that makes them look ugly or foolish,
but many sensitive and socially
responsible people would agree that
it is not ethical to do so. Ethics is a
body of conventions and customs that
people collectively adopt to create a
civil society.

Ethics in social media

In addition to complying with all
laws, social media engagement
requires consideration of a number
of conventions and customs. For
instance, even though some might not
be illegal, practices such as creating
faux followers and friends (fake Twitter
followers and Facebook friends in
Facebook to show popularity of pages
and even push up advertising rates) as
well as paying people to click on sites
to increase their Google ranking and
using ‘bots’ to post fake comments are
highly questionable on ethical grounds.

Also, a key convention of Web
2.0-based social media is dialogue
rather than monologue. That means
letting others post comments, vote,



rate and discuss issues in online
forums — not simply pushing out the
organization's messages. It also
means that organizations should not
delete comments simply because they
are unfavourable — only comments
that breach anti-discrimination laws,
obscenities and other offensive
content should be removed. Even
when an organization is seeking to
communicate  persuasively  about
its products, services or policies,
the ethics of rhetoric apply. Despite
gaining a bad name in modern
societies because of ‘empty rhetoric’
perpetrated by some politicians and
leaders, rhetorical communication
has long-established ethical as well
as practical conventions. Rhetorical
communication should involve turn-
taking to let others speak and should
involve what classical Greek and
Roman orators such Aristotle and
Cicero called ethos and logos as well
as pathos —that is, credibility, logic and
facts, as well as emotional appeals.
Hype, hyperbole, vacuous claims, lies,
and deceit are not meant to be part of
persuasive rhetorical communication.

Managing risks

Because of the risks involved in
customers, members, activists and
even an organization’s own employees
commenting online about matters
related to the organization, many
managers seek to impose controls
to block or limit online conversations.
There are indeed risks posed by social
media for organizations, including the
possibility of:

e Release of confidential information
or trade secrets;

e Public embarrassment through
employees commenting
inappropriately online or engaging
with inappropriate content (e.qg.
‘flaming’, denigrating others, racist
or sexist language, cyberbullying,
pornography, etc);

e Reputation damage through any of
the above;

e Legal actions for defamation or
damages.

However, a KPMG study advised that
“clamping down was likely to result
in more, rather than less, misuse of
social media” and academic research
agrees. With social media operating
globally from millions of servers in
different countries, it is technically
impossible for organizations to fully
block content that they disapprove of.
The much-discussed ‘Great Firewall
of China’ blocks only a relatively
small amount of content and internet
use in China is growing rapidly. Even
in the case of an organization’s own
employees, banning or blocking
access to social media sites via the
organization’s network is ineffective
because of the massive growth of
internet-capable phones and tablets
operating over mobile networks, as
well as a high population of home
internet connections.

The control paradig

A study of more than 220 government,
corporate and non-government
organizations in Australia, Hong Kong,
New Zealand and Singapore which
| undertook in 2012, and a study of
organizations in Europe by Ansgar
Zerfass from the University of Leipzig,
both found that maintaining control is a
leading concern of PR and corporate
communication practitioners. However,
eminent PR scholars Jim and Larissa
Grunig have pointed out that there
is only an “illusion of control” even
in traditional media and corporate
communication because, while the
content of releases, speeches and
other distributed materials can be
controlled, audience interpretation and
reaction has never been controllable.

Furthermore, seeking to control
communication is completely
contradictory to the core principles
of Web 2.0 and social media which
advocate openness, two-way
interaction, dialogue and collaboration.
Attempts at control usually backfire in
social media and result in criticism of

the organization.

Social media gover

Rather than try to impose control on
social media communication, Ansgar
Zerfass in Europe has led a research
project that shows the importance
and effectiveness of governance
and his findings are supported by
my research involving interviews with
social media specialists across Asia
Pacific and analysis of case studies
of organizations that are successful
online. Social media governance
provides a pre-emptive framework
for minimizing risk and maximizing
effective communication online. The
key components of social media
governance are:

A social media policy for the

organization stating its approach

to social media and setting out key
principles such as openness and
dialogue;

e Social media guidelines for
employees giving practical tips on
how to behave online, what they
can and cannot talk about, what
to do if they are attacked by ‘trolls’,
etc;

e Monitoring of social media to know
what is being said and enabling the
organization to respond quickly;

e Training of employees in Best
Practice engagement and
encouraging them to be positive
ambassadors for the organization;
and

e FEvaluation of social media

engagement quantitatively and

qualitatively.

Acting ethically and having a sound
governance framework allows
organizations to engage socially,

responsibly and with minimized

risks. =3
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